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Executive Summary



Scan of http://testasp.scandemo.com/

Scan details

Scan information

Starttime 7/25/2008 5:39:47 PM

Finish time 7/25/2008 5:41:46 PM
Scan time 1 minutes, 59 seconds
Profile default

Server information

Responsive True
Server banner Microsoft-11S/6.0
Server OS Windows

Server technologies ASP.NET

Threat level
threat level VulnoCity HackScan Threat Level 3
Level 3: High One or more high-severity type vulnerabilities have been discovered by the

@ | scanner. A malicious user can exploit these vulnerabilities and compromise
the backend database and/or deface your website.

Alerts distribution

Total alerts found 200
@ High 58
©® Medium 1
@ Low 99
@ Informational 42

Executive summary

Alert group

Blind SQL/XPath injection

Cross Site Scripting

Script source code disclosure

SQL injection

Cookie manipulation

Application error message

Possible sensitive directories

User credentials are sent in clear text
GHDB

Password type input with autocomplete enabled
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